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INTELLECTUAL PROPERTY OVERVIEW

I. INTELLECTUAL PROPERTY CONCEPTS
A. PATENTS
B. TRADEMARKS
C. COPYRIGHTS
D. TRADE SECRETS

II. Constitutional Basis for Patent, Trademark and Copyright
A. PATENTS & COPYRIGHTS
1. U. S. Constitution, Article 1, Section 8, Clause 8:
“The Congress shall have power . . .to promote the progress of science and useful
arts, by securing for limited times to authors and inventors the exclusive right to their
respective writings and discoveries.”
a) Writings includes documents, sculptures, music, computer programs, etc.

B. TRADEMARKS
1.Commerce Clause: U.S. Constitution, Article 1, Section 8, Clause 3:
“The Congress shall have power . . .to regulate commerce with foreign nations, and
among the several states, and with the Indian tribes.”

C. Federal Intellectual Property Legislation
1.Patents -

Patent Act 35 U.S. §1, et seq.

2. Trademarks-

Lanham Trademark Act – 15 U.S.C. §1051, et seq.

3. Copyrights- The Copyright Act of 1976 – 17 U.S.C. §101, et seq.
4. Trade Secrets- The Defend Trade Secrets Act of 2016 – 18 U.S.C 1836

III. COPYRIGHT
A. What Does Copyright Protect? 17 U.S.C. §102
1. Literary Works
2. Musical Works
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3. Dramatic Works
4. Pantomimes and Choreographic Works
5. Pictorial, Graphic & Sculptural Works
6. Motion Pictures and Other Audiovisual Works
7. Sound Recordings
8. Architectural Works
9. An original work must be fixed in tangible means of expression. 17 USC §302(1). The
idea is not copyrighted, only the expression of the idea. Baker v. Selden, 101 U.S. 99 (1879)
a) Must be some minimal degree of creativity. Alphabetizing phone book is not
sufficiently creative. Feist Publications v. Rural Telephone Service, 499 U.S. 340 (1991)
B. COPYRIGHT PROTECTION FOR ARCHITECTURAL WORKS
1. An “Architectural Work” is defined as “the design of a building as embodied in any
tangible medium of expression, including a building, architectural plans, or drawings. (17 USC §101).
2. The copyright in a building does not prohibit the taking of photographs of parts of the
building observable from a public place. (17 USC §120(a).
C. WHAT CAN’T BE PROTECTED BY COPYRIGHT? 17 U.S.C. §102
1 Ideas
2. Procedures
3. Process
4. System
5. Method of Operation
6. Concept
7. Principle
8. Discovery
9. Recipes- That are a mere listing of ingredients. Protection may extend to substantial
literary expression—a description, explanation, or illustration, for example—that accompanies
a recipe or formula or to a combination of recipes, as in a cookbook
10. Brand names, logos, slogans, domain names and titles also cannot be protected
under copyright law.
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D. WHAT RIGHTS ARE CONFERRED ON A COPYRIGHT OWNER?
1. AFFIRMATIVE RIGHTS – 17 U.S.C. §106
a) A copyright owner has the right to:
i) Reproduce the copyrighted work
ii) Prepare derivative works – (a work based on the original work) 17
USC §106(4)(5)
iii) Distribute copies of the copyrighted work
iv) Perform or display literary, musical, dramatic, choreographic,
pictorial, graphic or sculptural works publicly
v)Perform sound recordings publicly by means of a digital audio
transmission
These affirmative rights are distinct and divisible
2. DEFENSIVE RIGHTS 17 U.S.C. §501
a) Preclude others from doing any of the above without permission.

E. OWNERSHIP OF A WORK DOES NOT CONFER OWNERSHIP OF COPYRIGHT
1. One who obtains ownership of a work (either an original or a copy) protected by
copyright does not obtain any of the copyright owner’s rights in the work absent an
express agreement to the contrary. 17 U.S.C. §202
2. Copyright assignments must be in writing and signed by the copyright owner to be
enforceable. 17 U.S.C. §204
F. TERM OF COPYRIGHT PROTECTION
1. Post 1978 Works - 17 U.S.C. §302
a) Life of the author plus 70 years
b) Works for hire:
i) 95 years from the year of first publication, or
ii) 120 years from the year of creation, whichever expires first

G. THE BENEFITS OF FEDERAL COPYRIGHT REGISTRATION
1. A copyright attaches to an original work of authorship once the work is committed to
a tangible medium of expression 17 U.S.C. §102
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2. FEDERAL REGISTRATION OF COPYRIGHTS:
a) Provides jurisdictional basis for commencing suit for infringement – 17 U.S.C.
§411
b) A registration certificate obtained within 5 years of publication constitutes
prima facie evidence of validity of copyright (authorship) and of facts stated in
certificate - 17 U.S.C. §410(c)
c) Registration (prior to infringement) is a prerequisite for recovering statutory
minimum damages, statutory enhanced damages, and actual attorney’s fees 17 U.S.C. §§504, 505
i) Statutory Minimum Damages-$750 to $30,000 per work infringed
ii) Statutory Enhanced Damages (Willful Infringement)- Up to $150,000
per work infringed
IV. TRADEMARKS
A. WHAT IS A TRADEMARK? 15 USC §1127
1.Something a person uses in commerce, or has a bona fide intent to use in commerce,
to:
a) Distinguish his or her goods or services from those of others, and
b) To indicate the source of the goods or services, even if the source is unknown
2. Consumers associate the goodwill and reputation of a manufacturer with the
Trademark.
3. Trademark Law seeks to avoid consumer confusion 15 USC §1125
B. WHAT CAN BE USED AS A TRADEMARK? 15 U.S.C. §11
1. A Trademark includes a:
a) Word
b) Name
c) Symbol (logo) – (McDonald’s arches)
d) Device (container shape- Coca Cola bottle)
e) Color (pink-Owens Corning Fiberglass)
f) Sound (NBC chimes)
g) Scent (scented yarn)
h) Or any combination thereof
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C. Trademarks may be important to municipalities in order to protect logos and slogans
associated with the municipality.
D. Trademark registration protects the Trademark and the owner of the Trademark.
1. Federal 15 USC §1051
2. State Wis. Stats. §132.01
E. A Federal Trademark registration provides notice that the Trademark is owned.
F. Federal ‘Likelihood of Confusion’ factors:
1. similarity of the Mark: appearance, impression, sound, connotation;
2. actual confusion;
3. are the goods/ services similar?;
4. are the goods/services in the same or similar channels or trade?;
5. number/nature of similar Marks; and
6. first use commerce dates;
G. Trademarks must be actively used and defended.
1. Failure to use the Mark for a period of time may result in abandonment of the Mark.
H. TRADE DRESS -The total appearance and image of a product, including features such as size
texture, shape, color, color combinations and graphics. Trade dress protection has also been afforded a
restaurant’s overall unique style or décor.
Two Pesos, Inc. v. Taco Cabana, Inc., 112 S.Ct. 2753 (1992)
I. Types of Marks:
1. Trademark (Coca Cola)
2. Service Mark (Merry Maid; CarX)
3.Certification Marks (UL; Good Housekeeping)
4. Collective Mark (Logo of Door County Cherry Growers Association, FTD)
J. Federal Registration provides:
1. National constructive notice of ownership -15 USC§ 1072
2. National constructive use from date of application – 15 USC§ 1057(c)
3. Prima facie evidence of validity, ownership and exclusive right to use the mark –15
USC §1057(b)
4. Ability to bar importation of infringing goods -15 USC§ 1124
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5. Potential of recovering treble damages and actual attorney’s fees – 15 USC §§11161120
6. Possibility of establishing incontestability 15 USC §§1115
7. Both state and federal claims can be litigated in federal court 15 USC§1125 (§43(a)
claim)
8. Unfair competition and false designation of origin claims can also be maintained.
V. PATENTS
A. WHAT DOES A PATENT PROTECT? 35 U.S.C. §101
1. Inventions and Discoveries, including any new and useful:
a) Process
b) Machine
c) Manufacture
d) Composition of Matter; or
e) Any new and useful improvement thereof.
B. WHAT CAN’T BE PATENTED? 35 U.S.C. §101
1. Invention must be:
a) New – Never before conceived
b) Useful – Provides some societal benefit; or
c) A non-obvious improvement of an existing invention
2. Non-patentable subject matter includes (common law);
a) Laws of nature
b) Principals of Science
c) Mathematical Algorithms
d) Abstract Ideas
C. RIGHTS GRANTED A PATENT OWNER
1. DEFENSIVE RIGHTS – 35 USC §271
a) Patent owner has the right to exclude others from making, using, selling or
offering to sell the patented invention. 35 U.S.C. §271
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2. PROS & CONS OF FEDERAL PATENT PROTECTION
a) Patent protection vs. Trade Secret protection
i) Life of patent is finite (20 years from date of filing application)
ii) Trade secret protection can be indefinite (Coca Cola formula)
iii) Suit for patent infringement lies against infringer. Suit for trade
secret breach lies against individual who absconded with trade secret.
iv)Minimum statutory damages and potential for attorney’s fees award
available in patent infringement cases. Lacking in Trade Secret cases.
v) Assuming patent is valid patent owner has absolute right to exclude
others from practicing invention during life of patent. Once Trade Secret
is disclosed it is in the public domain.
VI. TRADE SECRETS
A. The Defend Trade Secrets Act of 2016 (DTSA) enacted May 11, 2016, codified at 18
U.S.C.1836 a United States federal law that allows an owner of a trade secret to sue in federal court
when its trade secrets have been misappropriated. It aligns closely with the Uniform Trade Secrets
Act which had been adopted in some form in almost every U.S. State.

B. Wisconsin’s Statute is Wis. Stats. §134.90
VII. FAIR USE – FRAUGHT WITH RISK
A. Fair use is a legal doctrine that promotes freedom of expression by permitting the
unlicensed use of copyright-protected works in certain circumstances. Section 107 of the Copyright
Act provides the statutory framework for determining whether something is a fair use and identifies
certain types of uses—such as criticism, comment, news reporting, teaching, scholarship, and
research—as examples of activities that may qualify as fair use. U.S.C. Title 17 found at
www.copyright.gov/title17/
B. Fair use allows scholars, researchers and others to borrow or use small portions of incopyright works for socially productive purposes without seeking permission. The doctrine of fair
use is a balancing act. It recognizes the competing ideals of free speech with the property rights of
individual creators.
C. Fair use is a defense to copyright infringement. It is not a right. Fair use involves risk.
D. Section 107 calls for consideration of the following four factors in evaluating a question of
fair use:
•

Purpose and character of the use, including whether the use is of a commercial nature or is
for nonprofit educational purposes: Courts look at how the party claiming fair use is using
the copyrighted work, and are more likely to find that nonprofit educational and
noncommercial uses are fair. This does not mean, however, that all nonprofit education and
noncommercial uses are fair and all commercial uses are not fair; instead, courts will balance
the purpose and character of the use against the other factors below. Additionally,
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•

•

•

“transformative” uses are more likely to be considered fair. Transformative uses are those
that add something new, with a further purpose or different character, and do not substitute
for the original use of the work.
Nature of the copyrighted work: This factor analyzes the degree to which the work that was
used relates to copyright’s purpose of encouraging creative expression. Thus, using a more
creative or imaginative work (such as a novel, movie, or song) is less likely to support a claim
of a fair use than using a factual work (such as a technical article or news item). In addition,
use of an unpublished work is less likely to be considered fair.
Amount and substantiality of the portion used in relation to the copyrighted work as a
whole: Under this factor, courts look at both the quantity and quality of the copyrighted
material that was used. If the use includes a large portion of the copyrighted work, fair use is
less likely to be found; if the use employs only a small amount of copyrighted material, fair
use is more likely. That said, some courts have found use of an entire work to be fair under
certain circumstances. And in other contexts, using even a small amount of a copyrighted
work was determined not to be fair because the selection was an important part—or the
“heart”—of the work.
Effect of the use upon the potential market for or value of the copyrighted work: Here, courts
review whether, and to what extent, the unlicensed use harms the existing or future market
for the copyright owner’s original work. In assessing this factor, courts consider whether the
use is hurting the current market for the original work (for example, by displacing sales of the
original) and/or whether the use could cause substantial harm if it were to become
widespread.

E. In addition to the above, other factors may also be considered by a court in weighing a fair
use question, depending upon the circumstances. Courts evaluate fair use claims on a case-by-case
basis, and the outcome of any given case depends on a fact-specific inquiry. This means that there
is no formula to ensure that a predetermined percentage or amount of a work—or specific number of
words, lines, pages, copies—may be used without permission.
See 37 C.F.R. 201.2(a)(3).
www.copyright.gov/fair-use/more-info.html
F. Fair Use Considerations
1) Draft your own material/art. Avoid copying. Put writings in your own words. Create
on your own. OR ask permission of the copyright owner. OR pay a license fee to use the work. Avoid
taking the heart of someone else’s work.
2) Limit what you are using. The more you use, the more it will be considered
infringement.
3) Does your addition transform the character, meaning or message of the original
work? If so, that weighs more heavily towards fair use.
4) Works based on facts find expression in a limited number of ways compared to
fanciful works that may be expressed in more ways, so works based on facts receive less protection.
Visual works have a higher level of protection under copyright law.
5) A non-profit educational institution may be sued if their use does not fit the four
factors of fair use.

8

6) Parody, which mocks or ridicules an original work by using parts of the original
work, may be considered fair use.
7) Giving credit to the copyright owner does not make the use fair use.
8) The fact that there is no financial gain does make the use fair use. Also, it the use
affects the market value of the copyrighted work, it is probably not fair use.
G. U.S. Copyright Office Fair Use Index
1) Available at www.copyright.gov/fair-use/
a. This Fair Use Index is a project undertaken by the Office of the Register in
support of the 2013 Joint Strategic Plan on Intellectual Property Enforcement of the
Office of the Intellectual Property Enforcement Coordinator (IPEC). The index makes
the principles and application of fair use more accessible and understandable to the
public by presenting a searchable database of court opinions, including by category
and type of use (e.g., music, internet/digitization, parody).
b. The Fair Use Index tracks a variety of judicial decisions to help both
lawyers and non-lawyers better understand the types of uses courts have previously
determined to be fair—or not fair. The decisions span multiple federal jurisdictions,
including the U.S. Supreme Court, circuit courts of appeal, and district courts.

VIII. CREATIVE COMMONS (CC) LICENSING AND USE
www.creativecommons.org/policies/
A. Creative Commons is a non-profit organization with the goal of expanding the range of
creative works to be available for others to legally share and build upon. CC has at least six
copyright licenses which are free of charge to the public. Creators/Authors may state which rights
they reserve and which rights they waive. In doing so, there are no separate negotiations between
the Licensor copyright owner and any Licensee. The copyright owner does not seek commercial
compensation.
1. Creative Commons is known as ‘copyleft’ as it looks to build a larger volume of
public domain works. There are over 1.4 billion works licensed under the various Creative
Commons licenses.
2. The organization was founded in 2001 by Lawrence Lessig, Hal Abelson and Eric
Eldred. Lawrence Lessig is a Professor at Harvard University.

USEFUL LINKS
U.S COPYRIGHT OFFICE
www.loc.gov/copyright
U.S. Patent and Trademark Office (USPTO)
www.uspto.gov
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Music Licensing Agreements
1. ASCAP2013 ASCAP License Agreement for Local Governmental Entities

http://imla.org/images/Membership/MusicLicensingAgreements/ASCAP_2013_License_Agreement__Local_Governmental_Entities.pdf
ASCAP, the American Society of Composers, Authors, and Publishers is an American nonprofit performance rights organization that protects its members' musical copyrights. It monitors
public performances of music, whether a live performance or a broadcast and compensates the
artists.
ASCAP collects license fees from users of music created by ASCAP members, then distributes the
royalties to its members. This is viewed as a compromise, for example, when a song is played, the
user does not have to directly pay the copyright holder, and the creator of the music does not have
to bill a radio station for use of a song.
ASCAP membership includes over 670,000 songwriters, composers, and music publishers with over
11 million works.
2. BMI –
2018 BMI Music License for Local Government Entities

http://imla.org/images/links/BMI_LGE1_Oct18.pdf
IMLA Members are entitled to a 10% discount off the BMI pricing in the BMI Music License.
BMI, the Broadcast Music, Inc. is a performance rights organization based in New York City. It
collects license fees and pays royalties to songwriters, composers and publishers of music. In 2018,
BMI collected $1.199 billion in licensing fees and distributed $1.12 billion in royalties. BMI's
repertoire includes over 900,000 songwriters and 14 million compositions.
3. SESAC www.sesac.com
SESAC, the Society of European Stage Authors and Composers, is based in Nashville, TN and
has offices in New York City, Los Angeles and London. It deals with all aspects of the business:
creation, licensing and administration. SESAC has 30,000 songwriters and over 400,000
compositions in its catalogue.
Whereas ASCAP and BMI operate on a not-for-profit basis, SESAC & Pro Music Rights retains
some income as profit. While ASCAP, BMI, & Pro Music Rights distribute all income from
performance royalties to their composer and publisher affiliates (less an administrative fee), SESAC
retains an undisclosed amount of performance royalty income. SESAC is also unique among the
U.S. performing rights organizations in that it does not offer open membership – one must be
approved to join.
4. Pro Music Rights is a new music license model. It is a privately funded for profit Performance
Rights Organization. Instead of a blanket license arrangement such as ASCAP and BMI, you pay for
what is actually played, similar to a utility.
www.musicbusinessworldwide.com/vnue-and-pro-music-rights-team-up-on-new-music-licensingmodel/
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To find IMLA information regarding Music License Agreements go to:
www.imla.org
Click on Member Benefits
Click on Music Licensing Agreements
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WHAT IS A TRADE SECRET ANYWAY?

1. Trade Secrets differ from Copyrights, Patents and Trademarks
•
Copyright protects the ‘expression of an idea’ and not the idea itself.
Trade Secrets do protect ideas. Copyright terms are limited to either the life of
the author plus seventy years or in the case of anonymous works, pseudonymous
works and works made for hire, either 120 years from their creation or 95 years
from their first publication, whichever is sooner.
•
Patents generally protect information for 20 years from the date of filing
the patent application. Trade Secrets may be protected indefinitely. Trade
Secrets require no novelty, but patents must be novel.
•
Trademarks protect the brand of a good or service as it is used in interstate
commerce.
A. Disadvantage of Trade Secret
•
Does not protect against independent discovery. It is possible for you to
be prevented from using your trade secret by someone who discovered the
creative work on their own, and did proceed to patent it.
B. Uniform Trade Secret Act
1) UTSA defines a Trade Secret as:
“information, including a formula, pattern, compilation, program,
device, method, technique, or process, that:
(i)
derives independent economic value, actual or potential, from not
being generally known to, and not being readily ascertainable by
proper means by, other persons who can obtain economic value
from its disclosure or use, and
(ii)
is the subject of efforts that are reasonable under the
circumstances to maintain its secrecy.”
2) Codified in Wisconsin, Wis, Stat. §134.90(1)(c) 1. and 2.
3) UTSA defines Misappropriation as the improper acquisition, disclosure, or use of
a trade secret:
“ (a) Acquiring the trade secret of another by means which the
person knows or has reason to know constitute improper means. (b)
Disclosing or using without express or implied consent a trade secret of
another if the person did any of the following:
1. Used improper means to acquire knowledge of the trade secret.
2. At the time of disclosure or use, knew or had reason to know that he or
she obtained knowledge of the trade secret through any of the following
means:
a. Deriving it from or through a person who utilized improper means to acquire it.
b. Acquiring it under circumstances giving rise to a duty to maintain its secrecy or
limit its use.
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c. Deriving it from or through a person who owed a duty to the person seeking
relief to maintain its secrecy or limit its use.
d. Acquiring it by accident or mistake.”

4) Codified in Wisconsin, Wis. Stat. §134.90(2)(a) and (b).
5)The USTA defines conduct which constitutes improper means for
acquiring, disclosing, or using proprietary information of another.
“Improper means” includes espionage, theft, bribery, misrepresentation
breach or inducement of a breach of duty to maintain secrecy.

and

2. So What Is A Trade Secret Anyway?
A. Try to think of what a trade secret is not.
1) It is not information that is available to the public.
2) It is not general knowledge and skill.
3) There are three primary areas that are not trade secret:
a. What is generally known:
b. What is readily ascertainable:
i) Information is readily ascertainable if it is available in trade
journals, reference books, or published materials. The Restatement
(Third) of Unfair Competition states that information in published
materials reasonably accessible to competitors or readily ascertainable
from an examination of a product on public sale or display does not
qualify as a trade secret; and
c. An individual’s personal or professional skill.
i)
If an employee had a great deal of experience in an industry before
joining a company, a court may be more unconvinced of a trade secret
claim. If the claimed secret is very specialized or unique to the trade
secret owner’s business, a court may be more supportive of a trade secret
claim. A claim is less likely to be viewed as a trade secret if it is more
general and widely known. Information that is readily separated from an
employee’s skills is more likely to be viewed as a trade secret than those
which are so closely associated with an employee’s skills.
ii)
Information derived by an employee from the whole of his
experience with his employer comprises general skills and knowledge
gained during his time of employment, which an employee is free to take
and to use in later pursuits. But the employee cannot take written
records, customer lists, compilations or analyses.
B. So What Is A Trade Secret?
1) It is secret.
2)The Trade Secret owner must take reasonable steps to maintain its secrecy.
3) It is “any information that can be used in the operation of a business or
other enterprise and that is sufficiently valuable and secret to afford an actual
or potential economic advantage over others”. Restatement (Third) of Unfair
Competition §39.
a. Confused?
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1.The Restatement (Third) of Unfair Competition §39 comment d
states “It is not possible to state precise criteria for determining the
existence of a trade secret. The status of information claimed as a
trade secret must be ascertained through a comparative valuation of
all the relevant factors, including the value, secrecy and
definiteness of the information as well as the nature of the
defendant’s misconduct.”
2. The Restatement of Torts §757 comment b states “Some factors
to be considered in determining whether given information is one’s
trade secret are: (1) the extent to which the information is known
outside of his business; (2) the extent to which it is known by
employees and others involved in his business; (3) the extent of
measures taken by him to guard the secrecy of the information; (4)
the value of the information to him and to his competitors; (5) the
amount of effort or money expended by him in developing the
information; (6) the ease or difficulty with which the information
could be properly acquired or duplicated by others.” These factors
continue to be used in analysis even in states that have enacted the
Uniform Trade Secrets Act. Minuteman, Inc. v. Alexander, 147
Wis.2d 842, 434 N.W. 2d 773, 778 (Wis. 1989).
C. What Does A Trade Secret Look Like?
1)Trade Secrets can be ideas, products, formulas, services and/or
service plans, designs, plans, drawings, reports, analyses, inventions,
prices and names, customer lists, finances, marketing plans, business
plans, business methods, strategic plans, research and development,
commercialization strategies, economic information and know-how.
Every patent begins as a trade secret.
D. Why Do I Care?
1)Because you may be unknowingly leaving digital fingerprints in very
undesirable places.
2)Because you may hire employees that bring others’ Trade Secrets
with them, opening you to liability.
3)Because those with which you contract may own proprietary or
confidential information subject to Trade Secret protection.
4) Digital Fingerprints
The Federal Trade Commission mishandled confidential information in
its antitrust challenge to the merger of Whole Foods Market and Wild
Oats Market. The Federal Trade Commission electronically filed a brief
exposing significant operational and strategic business information
which Whole Foods Market considered confidential. Before the problem
was discovered the press obtained a copy of the brief. Then the FTC
filed a corrected brief, correcting their error by printing the brief to paper
14

and scanning it into image format. The District Court’s August 17, 2007
order denied the FTC’s motion for a preliminary injunction. How did
this happen?
a. Metadata.
1) Metadata, the DNA of documents, is created by modern
word-processing software. Software automatically saves, although
hidden, and deep within the structure of a file, information that can
reveal dates, times of revisions, authorship, names of editors, and other
information.
2). FTC staff assumed the metadata in its word processing
file would not migrate upon conversion to portable document format
(.pdf). They assumed that using Microsoft’s “Highlight” or “Borders and
Shading” tool to black out text actually removed the text from the file’s
contents. It covers up the text but the text remains in the file. The text is
still fully searchable and can be copied. The .pdf file appears to contain
black boxes in place of the edited content, but the content is present in
the .pdf file. It is then revealed by copying and pasting the blacked out
text into a word processing file or into an email message or by viewing
the .pdf file in a reader. FTC v. Whole
Foods Market and Wild Oats Markets, Civ. No. 07-CV-01021PLF (D.D.C. June 5, 2007)
b.Metadata errors are common. The British Prime Minister’s Office (the
‘Downing Street Memo’), the Democratic National Committee, the
California Attorney General’s Office, the United Nations, the Motion
Picture Association of America and the SCO Group have all made
metadata errors. See Tom Zeller Jr., Beware Your Trail of Digital
Fingerprints, N.Y. Times (Nov. 7, 2005).
c. In Hepting, et al. v. AT&T, 439 F. Supp 2d 974 (N.D.
Cal 2006) various civil liberties groups challenged the National Security
Administration surveillance activity. The law firm representing AT&T
filed a redacted reply brief (which was posted on multiple websites) with
revealing metadata. It listed potential uses AT&T might have for a
‘secret’ switching room designed to monitor telephone calls and internet
transmissions. The irony was that the NSA had a prior publication
Redacting with Confidence: How to Safely Publish Sanitized Reports
Converted From Word to PDF (Feb. 2, 2006).
d. A government brief filed in Federal Court in San Francisco in
connection with the investigation of leaked grand jury testimony from the
BALCO steroid case contained pages of electronically blacked out
‘sensitive’ information, all faulty redactions. See Adam Liptak,
Prosecutors Can’t Keep a Secret in Steroid Case, N.Y. Times (June 23,
2006).
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i) How Can I Avoid This?
A.
Never use the Microsoft Word tools ‘Highlight’ or
‘Borders and Shading’, UNLESS you then print the
document to paper and scan it into an image file.
B.
Microsoft created CodePlex redaction tool, but no
longer supports this program. The free tool is still available.
C.
Purchase software tools that will scrub metadata
and other information from documents. Convert the
redacted scrubbed copy of the Word file to .pdf.
D.
Save a copy of your document in ‘rich text format’
(RTF), or go to the Save menu, click on Options, and save
as a simple text file. Then convert it to a .pdf file (portable
document format). However, this is not the most reliable
method as there is some say traces of metadata from
Microsoft Word and like programs are carried through to
the pdf file.
E.
Print your document on paper. Manually edit with
black marker or white tape and then scan the document to
an image file.
F.
Contact your technical support (if any) to consult as
to the best way to handle scrubbing metadata.
G.
Inform your staff of the importance of these
procedures. Implement a written office policy regarding
metadata.
ii) More Steps to Avoid This
A. Implement a Trade Secret Protection Program
1. Institute Security Measures
a.
Limit access to need-to-know basis
or by departments/divisions of the
organization
b.
Keep a sign-in log for visitors
c.
Use badges and locked doors
d.
Secure sensitive information
i. Label items confidential
ii. Secure networks
iii. Secure documents
iv. Shred sensitive documents
e.
Use Non-disclosure Agreements
with contractors/vendors
f.
Use Employee Confidentiality
Agreements
g.
Use Intellectual Property
Assignment Agreements with employees,
contractors and consultants
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h.
Employment Agreements
i.
Review Marketing/Sales Arm of
Organization for compliance
j.
Implement computer policy
i. Minimize employee privacy
expectations by monitoring and access
notice
ii. Make clear policies regarding
emails, blogs, chat rooms, postings
k.
Establish procedures for employees
ending employment
i) Conduct exit interviews to identify
new employer and job description,
employer property and confidential
information in possession of employee
ii) Remind employee of confidentiality
obligations
iii) Ensure return of company property
iv) Avoid long notice periods which
breed conflicting loyalties
v) Control employee documents, email,
lock out of network
l.
Educate employees during internal
sessions. Train new staff.
m.
Designate a person who has
responsibility to continue Trade Secret
Protection Program and to audit intellectual
property at regular intervals.
n.
Periodically audit trade secrets and
other intellectual property.
E.

Not-for-Profit Organizations
1. The modern treatises defining Trade Secrets, i.e. the Uniform Trade Secret
Act and the Restatement (Third) of Unfair Competition §39, have dropped
the requirement of economic value and substituted an element of ‘economic
value’ or ‘economic advantage’. So it is now possible for a not-for-profit
organization to own Trade Secrets. The proprietary information must have
economic value or economic advantage. The Ninth Circuit held that
religious information alleged to have only spiritual value is not a trade
secret, although it may qualify as a trade secret when such material in fact
has economic value. Religious Technology Center v. Wollersheim, 796 F.2d
1076, 1091 (9th Cir. 1986), cert denied 479 U.S. 1103 (1987).
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F.

Disclosure to the Government
1. There is tension between public interests and private property rights. The
Federal Government collects and stores enormous amounts of information.
State and local governments collect information as well. Many governmental
entities have their own version of the Freedom of Information Act (FOIA).
State and local issues often parallel Federal issues of disclosure and use.
When a private company supplies secret information for use in public
infrastructure problems may result. See Levine, “Secrecy and
Unaccountability: Trade Secrets in Our Public Infrastructure.” 59 Florida L.
Rev. 135 (2007).
2. Prevention. To prevent problems, documents should be carefully marked:
‘confidential’, ‘for internal use only’, ‘for internal evaluation only’; and
‘commercial’ and ‘contains an unpublished work’ when applicable.
Information that is confidential or trade secret information should be clearly
identified as such by liberal use of stamps and legends. This will prevent
inadvertent disclosures.
Separate protectable information from that which is not protectable.
Be sure documents are clearly marked confidential if they are transferred to
another agency.
a. Examples of What Can Go Wrong
i) The Environmental Protection Agency was negligent when it mistakenly
released, in response to a Freedom of Information Act request, the halfbillion dollar secret formula to the ‘Roundup’ herbicide which Monsanto
entrusted to the EPA. See Case, Marthinsen and Moss, “The Economic
Impact of the Freedom of Information Act,” 12 AIPLA Q.J. 76, 81 (1984).
ii)
The Navy released secret production drawings for a jet engine.
Williams v. Curtiss-Wright Corp., 681 F.2d 161, 162 (3d Cir. 1982).
iii)
A company’s confidential emissions data were accidentally
released twice, once by a state air quality district employee who mistakenly
permitted a third party to come to the agency’s office and review the
material, and once by the EPA. Masonite Corp. v. County of Mendocino
Air Quality Management District, 42 Cal. App.4th 436, 450, 49 Cal. Rptr2d
639, 648 (Cal. App. 1966).
iv) Cases holding that trade secret owners should be compensated:
A.
If the trade secret owner submits its trade secret
information to the agency with a reasonable
investment-backed expectation that it will be
protected from disclosure or use, the
government can change the rules only by
compensating the owner. Ruckelshaus v. Monsanto
Co. 467 U.S. 986, 1010-1012, 104 S.Ct. 2862, 81
L.Ed.2d 815 (1984).
B.
The court ruled there was no state immunity for
deliberate disclosure to competitor because the action was
‘operational’ and not inherent in policy or planning, rather than
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‘discretionary’ and involving fundamental policy decisions.
Discovery Experimental and Development, Inc. v. State
Department of Health and Rehabilitative Services, 735 So.2d 516,
518 (Fla. App. 1999).
C.
Government agencies can be held liable in damages if they
improperly disclose trade secrets, but the damage caused by such
disclosure must be demonstrably separate from that caused by other
related decisions of the agency that are within its discretion. Jerome
Stevens Pharmaceuticals, Inc. v. FDA, 402 F.3d 1249, 1252-1253
(D.D. Cir. 2005).
G.

Freedom of Information Act
1. Although originally enacted to provide citizens with better access to their
government, the FOIA has been used by competitors of submitters of data as
well as foreign governments. The law contains no relevancy as to the identity
of the one requesting information. It mandates that upon request each agency
make available information it possesses, whether that is government
information or information submitted to the government by a private party. 5
U.S.C. § 552(a)(3).
2. The FOIA contains exemptions to disclosure, in Sections 552(b) (3)
and (4):
“(b) This section does not apply to matters that are
3) specifically exempted from disclosure by statute . . . provided that
such statute (A) requires that the matters be withheld from the public in
such a manner as to leave no discretion on the issue, or (B) establishes
particular criteria for withholding or refers to particular types of matters
to be withheld;
4) trade secrets and commercial or financial information obtained
from a person and privileged or confidential”.
3. When the FOIA is read in conjunction with the ‘Trade Secrets Act’ at 18
U.S.C. § 1905, which prohibits government employees from disclosing trade
secrets “to any extent not authorized by law”, the Trade Secrets Act provides
the basis for a claim by the trade secret owner that information qualified under
one of the above exemptions should be protected such that a court may prohibit
its disclosure. The Supreme Court has held that this type of claim may be
asserted on review under the Administrative Procedure Act of an agency’s
decision. Chrysler Corp. v. Brown, 441 U.S. 281, 316-318, 99 S.Ct. 1705, 60
L.Ed2d 208 (1979).
4. Exemption 4 in the FOIA has been defined as follows:
“Commercial or financial matter is ‘confidential’ for purposes of [Exemption 4]
if disclosure of the information is likely to have either of the following effects:
(1) to impair the Government’s ability to obtain necessary information in the
future; or (2) to cause substantial harm to the competitive position of the person
from whom the information was obtained.” National Parks and Conservation
Association v. Morton, 498 F.2d 765, 770 (D.C. Cir. 1974) (National Parks I)
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and National Parks and Conservation Association v. Kleppe, 547 F.2d 673
(D.C. Cir. 1976) (National Parks II).
a. The trade secret owner must show two things:
i) that the owner faces actual competition; and
ii) that release of the information would likely cause substantial
competitive injury.
b. ‘Privilege’ as used in Exemption 4 must be of the type not
otherwise referred to in the exemption, such as the attorney-client and work
product privileges. Anderson v. Department of Health and Human Services, 907
F.2d 936, 945 (10th Cir. 1990).
5. Federal agencies are generally required to give reasonable notice to the
owner of the information before disclosure is made pursuant to the FOIA.
Executive Order No. 12600, June 23, 1987, 52 Fed. Reg. 23781. The trade
secret owner’s objection may be reviewed under the Administrative Procedure
Act. If appealed to the District Court it will be heard de novo.
6. Sovereign immunity may protect the federal government from liability for
improper disclosure, but claims for compensation may be made under the
Tucker Act for breach of an implied or express contract of confidentiality, or
based on a Fifth Amendment theory of a taking without compensation.
Ruckelshaus v. Monsanto Co. 467 U.S. 986, 1018-1019, 104 S.Ct. 2862, 81
L.Ed.2d 815 (1984). Lariscey v. United States, 949 F.2d 1137 (Fed. Cir. 1991).
7. State agencies may be exposed to liability if they misuse secret
information that has been entrusted to them. Syngenta Crop Protection, Inc. v.
Helliker, 138 Cal. App.4th 1135, 1172-1173, 42 Cal. Rptr.3d 191
(Cal. App. 2006)
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